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We’ve	detected	that	JavaScript	is	disabled	in	this	browser.	Please	enable	JavaScript	or	switch	to	a	supported	browser	to	continue	using	x.com.	You	can	see	a	list	of	supported	browsers	in	our	Help	Center.	Help	Center	Hy	there!	I	started	a	new	plugin	yesterday:	GitHub	An	octoprint	plugin	for	prometheus	compatible	metrics	endpoint	-	tg44/OctoPrint-
Prometheus-Exporter	Nearly	0	python	knowledge,	but	it	is	working	so	far.	In	the	near	future,	I	will	publish	a	single	and	a	multiprinter	grafana	dashboard.	Questions	towards	the	community:	what	would	you	like	to	see	in	a	single/multiprinter	grafana	dashboard?	Question	for	other	plugin/octoprint	devs:	The	"required"	part	configured	ok	in	the
setup.py?	Is	there	any	easy	way	to	test	a	newly	written	and	committed	plugin	(like	pop	up	a	container	click	to	there	do	this,	check	that,	etc.)?	If	not	shouldn't	we	write	it	into	the	distribution	doc?	can	somebody	point	me	towards	plugins/codesnippets/functions	where	the	eventHandler	used?	(I	watched	lot	of	plugins	code,	but	either	they	are	too	simple
or	too	large	)	I	will	try	to	add	it	to	the	main	repository	after	some	more	metrics	implemented	(maybe	tomorrow).	Feedbacks	are	welcome!	3	Likes	tg44:	can	somebody	point	me	towards	plugins/codesnippets/functions	where	the	eventHandler	used?	(I	watched	lot	of	plugins	code,	but	either	they	are	too	simple	or	too	large	)	My	plugin	does	things	using
the	event	handler	plugin	here.	1	Like	Hi	@tg44,	most	of	your	questions	I	didn't	understand,	but	I	will	try	to	answer:	Unclear:	If	you	have	python	package	dependencies	the	plugin_requires	section	is	the	correct	way	to	do	(you	already	use	prometheus_client)	Unclear:	Do	you	mean	a	wizardbased	plugin-tutorial	after	installing	a	new	plugin	to	show/guide
the	user	all	features	of	the	newly	installed	plugin?	Like	jneilliii	mentioned	using	the	eventhandler	is	easy:	--	include	octoprint.plugin.EventHandlerPlugin	in	your	class	--	implement	the	def	on_event(self,	event,	payload):	method	Now,	I	have	some	questions	What	is	the	goal	of	your	plugin?	From	my	point	of	view,	you	want	to	provide	a	Prometheus
endpoint	so	that	the	Prometheus-Server	can	pull	OctoPrint	Informations	on	a	regular	timeframe,	right?	I	think	there	are	some	drawbacks	with	this	approach	(please	correct	me	if	I	am	wrong):	You	need	to	define	the	data	with	the	ui-representation	in	the	OctoPrint-Plugin	like	Gauge	or	Counter	Also	if	the	octoprint-data	is	not	changed	you	have	always
network	traffic	for	the	"pulling"	and	probably	the	"not	changed	data-event"	is	stored	in	the	prometheus	database	I	am	asking,	because	I	am	also	looking	for	an	option	to	visualize	historical	data.	My	goal	is	to	use	but	I	need	a	storage	solution	for	that.	The	OctoPrint-InfluxDB	plugin	looks	promising,	maybe	a	more	generic/api	approach,	so	that	other
plugin-developers	could	reuse	the	connection	and	can	send	data	to	that	storage.	(the	influx-db	and	the	grafana-server	should	be	installed	on	a	separate	raspi)	I	think	developing	individual	ui-diagramms	for	special	cases	like	print-history	or	temp-graphs	takes	a	lot	of	effort.	Also,	each	user	wants	to	see	other	informations	in	such	a	diagram.	Thats	the
reason	why	I	don't	started	implementing	a	"print-history-diagram'	for	my	plugin	Other	developers	like	@Stefan_Cohen	also	asking	for	a	timeseries	database	solution...maybe	we	can	start	kind	of	concept-phase	of	what	functionalities	should	be	in	the	"timeseries	database	connector".	What	do	you	or	others	think?	Bye	Olli	In	the	meantime	I	solved	a	lot	of
stuff	I	will	do	a	push	probably	today,	but	I	get	a	new	hw	and	try	to	make	it	work	first	I	will	try	the	install	process	in	a	live	setup,	I	think	you	answered	my	main	concern.	I	meant	something	like	a	test	framework	for	plugin	devs.	I	created	my	plugin,	fine,	it	is	working	on	my	machine,	fine.	How	hard	it	is	to	try	out	with	a	fresh	setup?	I	have	no	idea.	(I	have
better	idea	bcs	I	started	to	go	after	the	dockerized	solutions,	and	found	some	promising	images.)	It	would	be	nice	to	have	a	small	writeup	with	"what	to	do	steps"	if	sb	with	close	to	zero	python	ecosystem	knowledge,	but	basic	ops	knowledge	can	follow	to	make	sure	the	developed	plugin	will	work	as-is	on	other	machines	too.	(But	probably	this	is	only
my	insecureness	with	the	lang	end	ecosystem,	and	it's	not	a	problem	for	others.)	solved,	but	thx	I	definitely	want	to	use	grafana.	I	don't	think	that	we	need	to	add	more	functionality	to	the	webui.	We	have	good	tools	and	those	scales	better	than	reimplementing	them	again	and	again	in	every	project.	There	is	a	huge	debate	between	pull	and	push	data
consumption.	Both	have	pros	and	cons.	I	think	in	general	the	pull	method	has	better	"real	time"	performance	(you	don't	need	to	do	the	modification/send	when	things	change,	you	only	need	to	inc/dec/set	a	variable).	Also,	most	of	the	"problems"	you	mentioned	are	already	handled.	Prometheus	is	starting	to	be	the	de-facto	monitoring	solution	in	the
docker/k8s	world,	I	had	no	problem	with	it	so	far.	I'm	not	pleased	with	the	concept	of	influx	as	a	monitoring	solution,	its	a	kinda	good	timeseries	db,	but	you	need	to	write	quite	a	lot	machinery	if	you	want	to	send/get/aggregate	data	(compared	to	prometheus,	where	the	whole	thing	is	handled	by	the	server).	Also	the	clients	need	to	know	who	is
consuming	the	data,	they	need	to	handle	connection	errors,	etc.	(Compared	with	prom.	where	you	open	a	single	endpoint	and	you	don't	need	to	know	if	it	is	consumed	by	one	or	ten	nodes	with	minute	or	in	hour	intervals,	the	only	need	that	you	need	to	do	is	generating	a	text	output	for	every	request.)	Also	the	duplicated	work	is	not	really	much	I	think,
I	wrote	this	from	the	ground	(without	knowing	python	but	with	experience	with	a	bunch	of	other	programming	languages)	in	about	8-12hr	(which	contains	the	whole	install	and	"I	have	no	idea	what	I'm	doing"	phase	with	documentation	reading,	and	googleing	"how	to	transform	float	to	string	in	python"),	I	can	live	with	it	if	nobody	else	thinks	that	its
useful	tl;dr:	I	think	I	have	a	close	to	good	output	with	a	lot	of	new	metrics	(not	commited	yet);	I	will	work	towards	to	add	my	local	code,	and	some	infra	code	to	the	repo,	and	test	how	its	actually	works	with	a	prom/graf	setup	(and	later	on,	start	a	grafana	dashboard)	I	will	check	back	(I	hope)	shortly!	Good	news!	It's	actually	working!	I	uploaded	my
latest	code,	added	example	compose	stack	for	testing	and	easier	bootstraping.	I	also	started	a	print,	and	it	is	geting	the	data	as	it	should	be!	The	next	big	thing	will	be	the	dashboards!	I'll	publish	this	version	to	the	main	plugin	repo.	(Also	I	bought	a	"mini	server"	for	octoprint,	and	its	working	much	better	than	the	orangepis	(ok,	it	has	almost	10x	the
hw	but	still).)	To	help	others	who	might	have	stumbled	upon	this...	From	the	docs	What	is	Prometheus?	Prometheus	is	an	open-source	systems	monitoring	and	alerting	toolkit	originally	built	at	SoundCloud.	Since	its	inception	in	2012,	many	companies	and	organizations	have	adopted	Prometheus,	and	the	project	has	a	very	active	developer	and	user
community.	It	is	now	a	standalone	open	source	project	and	maintained	independently	of	any	company.	To	emphasize	this,	and	to	clarify	the	project's	governance	structure,	Prometheus	joined	the	Cloud	Native	Computing	Foundation	in	2016	as	the	second	hosted	project,	after	Kubernetes.	1	Like	Yapp,	I	included	links	to	the	doc.	Also	we	are	the
Jobs/exporters	in	this	image.	So	this	integration	can	open	up	not	just	graph	visualisations	(grafana),	but	also	alerting,	easily.	With	service	discovery	and	some	hard	work	this	can	help	a	lot	to	multiprinter	setups.	I've	personally	done	some	work	with	the	opc-ua	specification	for	device	availability/capabilities.	It's	more	on	the	machine-	and	job-
management	side	of	things.	en.wikipedia.org	OPC	Unified	Architecture	(OPC	UA)	is	a	machine	to	machine	communication	protocol	for	industrial	automation	developed	by	the	OPC	Foundation.	Distinguishing	characteristics	are:	Although	developed	by	the	same	organization,	OPC	UA	differs	significantly	from	its	predecessor,	Open	Platform
Communications	(OPC).	The	Foundation's	goal	for	OPC	UA	was	to	provide	a	path	forward	from	the	original	OPC	communications	model	(namely	the	Microsoft	Windows-only	process	exchange	COM/DCOM)	that	would	better	meet	...	Hi	@tg44,	this	week	I	have	a	2x6h	train	ride...much	time	to	checkout	your	docker	images	I	will	also	try	to	implement
some	kind	of	metric-event-listener	in	your	plugin,	so	that	other	plugins	could	send	events	with	metric-data	and	your	plugin	grabs	that	data,	wraps	it	into	a	metric-types	like	gauge,	counter,	etc.	so	that	the	prometheus-server	could	read	it.	I	have	been	running	a	grafana/influxdb	container	in	my	homelab	for	about	four	years	now	and	I	really	like	it.	I	use
it	daily	to	monitor	servers,	services	and	network	equipment.	I	feed	influxdb	with	data	using	telegraf	and	a	plethora	of	homegrown	scripts.	I	haven't	played	with	Prometheus	but	it	seems	very	similar	to	Influx.	OllisGit:	I	think	developing	individual	ui-diagramms	for	special	cases	like	print-history	or	temp-graphs	takes	a	lot	of	effort.	Also,	each	user	wants
to	see	other	informations	in	such	a	diagram.	I've	started	working	on	a	graphing	replacement	for	temperatures	that	will	also	allow	for	other	plugins	to	submit	to	and	have	other	data	visualized	via	plotly.	I	haven't	yet	got	to	the	second	part	of	opening	it	up	to	other	plugins,	but	I	do	have	the	temperatures	graphing	working	already.	Of	course,	this	is	only
handling	realtime	data	while	the	ui	is	open	and	not	storing	the	data	for	analysis.	1	Like	Hi	@tg44	!!	Btw.	what	is	the	difference	between	your	plugin	and	the	existing	one?	and	sourcecode	location	GitHub	OctoPrint	plugin	that	creates	a	prometheus	endpoint	-	sbelectronics/octoprint-prometheus	OllisGit:	I	will	also	try	to	implement	some	kind	of	metric-
event-listener	in	your	plugin,	so...	Nice	idea!	Thanks	the	help!	Stefan_Cohen:	I	haven't	played	with	Prometheus	but	it	seems	very	similar	to	Influx.	Yapp,	as	I	said	there	are	pros	and	cons	for	both.	If	you	played	with	influx	a	lot,	and	has	your	scripts	influx	is	nice.	But	I	more	like	the	prometheus	infra,	where	I	don't	need	any	homegrown	scripts,	or	connect
my	app	to	a	db,	or	do	anything	by	hand.	If	I	start	a	mysql/pgsql/rabbitmq/elastic-search/etc.	almost	a	no-brainer	to	get	them	under	a	prometheus	server.	jneilliii:	I've	started	working	on	a	graphing	replacement	for	temperatures	that	will	also	allow	for	other	plugins	to	submit	to	and	have	other	data	visualized	via	plotly.	This	I	think	is	better	for	single-
node	installs.	But	for	multi-node	and	portability	grafana	is	better	in	my	opinion.	But	if	you	already	have	some	code	with	a	metric-stream	that	would	be	helpful	I	think.	OllisGit:	Btw.	what	is	the	difference	between	your	plugin	and	the	existing	one?	I	didn't	find	this.	I	checked	the	community	forum,	and	the	plugin	repo	with	prometheus,	grafana,	graph,
and	there	was	no	relevant	conversation.	Also	as	I	checked	this	repo,	it	is	really	not	what	I	think	is	useful.	For	ex.	as	the	head	moves	you	update	the	x,y,z	coordinates,	but	the	metric-scraper	will	only	ask	you	for	`/15/30	secs.	What	is	the	information	in	the	x,y	coordinates	in	every	30	sec?	Also	if	you	have	retraction	and	z-hop	the	e	and	z	means	nothing
too.	They	also	start	up	a	new	web-server	on	a	new	port	which	is	at	least	questionable.	(I	think	this	could	be	a	good	and	a	bad	idea	too,	in	a	dockerised	env	definitely	bad,	in	hosted	env	its	a	meh...)	Cool.	I	can	dump	all	of	the	Dasboard	plugin	metrics	directly	to	your	plugin	once	the	API	is	in	place.	That	should	cover	a	few	metrics.	//Stefan	Hi	@tg44,	I
played	around	with	your	plugin,	prometheus	and	grafana.	Btw.	setting	up	a	fresh	docker	based	infrastructure	of	the	toolstack	during	a	trainride	is	not	the	best	idea	It	takes	2-3h	or	Hanover-Wuerzburg	and	a	lot	of	restarts,	wifi	is	not	the	best.	Currently,	I	am	not	so	happy	with	the	prometheus	pull	approach.	The	default	setup	pulls	every	5	seconds	to
get	the	newest	values.	If	you	have	value	changes	between	the	5	second	frame,	there	are	not	covered.	Of	course	I	can	decrease	the	intervall	or	add	a	queuing	function	into	the	plugin.	And	also	if	the	connection	between	prometheus	and	octoprint	is	broken/not	established	you	don't	see	it	in	octoprint.	Thats	the	reason	why	I	setup	a	docker	based
influxdb.	You	can	see	the	differnence.	The	tool-temp.	value	of	40	is	not	shown	at	9:33	on	the	right	side.	IMHO:	Prometheus	is	an	easy	to	use	monitoring	solution	for	server/container	with	out	of	the	box	queries,	but	not	usefull	for	(near)realtime/or	event	based	monitoring.	Maybe	I	missed	something,	but	currently	I	will	try	my	luck	with	the	influxdb-
plugin.	C	ya,	Olli	1	Like	Yes,	this	realtime	event	based	monitoring	is	not	for	prometheus.	But	you	really	need	realtime	data?	The	connection	lost	between	the	prom	and	octoprint	instance	is	also	a	questionable	con.	I	think	in	ideal	situations	the	"app"	should	know	nothing	about	the	monitoring	infra,	and	should	work	the	same	if	its	monitored	or	not.	But
thanks	the	testing	I	got	this	up	and	running	yesterday	with	Docker	containers	on	Windows,	both	Prometheus	and	Grafana	setup	with	persistent	data	mappings.	I	am	happy	to	share	and/or	add	to	the	documentation	on	GitHub	if	that	helps.	However,	I	am	certainly	not	going	to	be	good	at	making	the	dashboards	and	related	queries.	If	you	could	share
Grafana	config,	that	would	be	extremely	helpful.	Thank	you.	Also,	I	am	currently	using	the	PrinterStats	plugin	on	OctoPrint.	Do	you	think	it	is	possible	to	mine	the	data	out	of	that	plugin	before	removal?	evannadeau:	If	you	could	share	Grafana	config,	that	would	be	extremely	helpful.	Yapp,	the	problem	is,	that	I	don't	have	a	full-featured	dashboard
currently.	I	still	in	between	to	migrate	my	one	printer	setup	to	a	three	printer	setup,	while	I	have	a	lot	of	other	stuffs	in	my	to-do	queue	But:	based	on	this	I	think	if	you	drop	in	an	issue,	and	tag	davidfeeney	he	probably	can	share	a	board	with	us.	evannadeau:	Also,	I	am	currently	using	the	PrinterStats	plugin	on	OctoPrint	@OllisGit	had	an	idea	with	a
metric-event-listener	stream,	but	I	think	it	didn't	happened	yet.	I	would	adopt	to	such	a	thing.	Until	then,	if	you	are	a	python	dev,	you	can	try	to	adopt	some	of	the	PrinterStats	code	to	my	lib	as	a	PR	Is	there	an	example	available	for	setting	up	the	metric	feature	using	Prometheus	for	the	OPC-UA	extractor,	similar	to	what	is	shown	for	the	PI	extractor	in
the	Cognite	Academy?		I	found	it	on	Cognite	Extractor	OPC-UA	GitHub.	I'll	give	it	a	try.metrics:	#	Start	a	metrics	server	in	the	extractor	for	Prometheus	scrape	server:	host:	port:	0	#	Multiple	Prometheus	PushGateway	destinations:	push-gateways:	-	host:	job:	username:	password:	#	Configuration	to	treat	OPC-UA	nodes	as	metrics.	#	Values	will	be
mapped	to	opcua_nodes_NODE-DISPLAY-NAME	in	prometheus.	Learn	more	about	our	cookies.","cookiepolicy.button":"Accept	All	Cookies","cookiepolicy.button.deny":"Deny	all","cookiepolicy.link":"Cookie	Settings","cookiepolicy.modal.title":"Cookie	settings","cookiepolicy.modal.content":"We	use	3	different	kinds	of	cookies.	You	can	choose	which
cookies	you	want	to	accept.	We	need	basic	cookies	to	make	this	site	work,	therefore	these	are	the	minimum	you	can	select.	Learn	more	about	our	cookies.","cookiepolicy.modal.level1":"BasicFunctional","cookiepolicy.modal.level2":"NormalFunctional	+	analytics","cookiepolicy.modal.level3":"CompleteFunctional	+	analytics	+	social	media	+	embedded
videos	+	marketing"}}}>	Groups	keyboard	shortcuts	have	been	updatedSkip	to	first	unread	messageunread,Jan	28,	2021,	9:30:20 AM1/28/21Sign	in	to	reply	to	authorYou	do	not	have	permission	to	delete	messages	in	this	groupEither	email	addresses	are	anonymous	for	this	group	or	you	need	the	view	member	email	addresses	permission	to	view	the
original	messageHi	All,Any	one	please	help	me	how	to	monitor	OPC	UA	Server	using	PrometheusIf	OpcUaServer	is	down	I	should	notified	and	trigger	the	alert	from	alert	manager.I	have	checked	the	below	one	but	not	able	to	understand,Any	one	please	help	me	on	that	This	is	a	Prometheus	exporter	for	the	OPC	Unified	Architecture	protocol.	It	uses
gopcua/opcua	to	communicate	with	an	OPCUA	endpoint,	subscribes	to	selected	channels,	and	republishes	them	as	Promtheus	metrics	on	a	port	of	your	choice.	Usage	of	opcua_exporter:	-buffer-size	int	Maximum	number	of	messages	in	the	receive	buffer	(default	64)	-config	string	Path	to	a	file	from	which	to	read	the	list	of	OPC	UA	nodes	to	monitor	-
config-b64	string	Base64-encoded	config	JSON.	Overrides	-config	-debug	Enable	debug	logging	-endpoint	string	OPC	UA	Endpoint	to	connect	to.	(default	"opc.tcp://localhost:4096")	-max-timeouts	int	The	exporter	will	quit	trying	after	this	many	read	timeouts	(0	to	disable).	-port	int	Port	to	publish	metrics	on.	(default	9686)	-prom-prefix	string	Prefix	will
be	appended	to	emitted	prometheus	metrics	-read-timeout	duration	Timeout	when	waiting	for	OPCUA	subscription	messages	(default	5s)	-summary-interval	duration	How	frequently	to	print	an	event	count	summary	(default	5m0s)	You	need	to	supply	a	mapping	of	stringified	OPC-UA	node	names	to	Prometheus	metric	names.	This	is	nessecary	because
the	OPC-UA	node	strings	use	;	and	=	characters	to	seperate	fields	from	each	other	and	names	from	values,	while	Prometheus	metric	names	must	match	the	regex	[a-zA-Z_:][a-zA-Z0-9_:]*.	For	good	advice	on	Prometheus	metric	naming,	refer	to	the	Prometheus	docs.	The	exporter	uses	a	YAML	config	file	to	specify	the	mapping.	An	example	config	file
might	look	like:	-	nodeName:	ns=1;s=Voltmeter	metricName:	circuit_input_volts	-	nodeName:	ns=1;s=Ammeter	metricName:	circuit_input_amps	-	nodeName:	ns=1;s=CircuitBreakerStates	extractBit:	3	#	pull	just	this	bit	from	a	bit-vector	channel	metricName:	circuit_breaker_three_tripped	Some	of	our	OPC-UA	devices	send	alarm	states	as	binary	bit-
vector	values,	for	example,	a	32-bit	unsinged	integer	where	each	bit	represents	the	state	of	a	circuit	breaker.	If	you	want	to	monitor	a	single	bit,	you	can	specify	an	extractBit	in	the	node	configuration	file.	The	exporter	will	pull	just	that	bit	(zero-indexed)	from	the	value	of	the	OPC-UA	channel,	and	export	it	as	a	0.0	or	1.0	Prometheus	metric	value.
Utilizing	the	datasource	plugin	framework,	this	projects	allows	you	to	access	data	from	OPC	UA	servers	directly	from	Grafana.TLDR;To	build	on	any	platform:StatusCurrently	used	in	production	and	under	active	maintenanceWhat	worksBrowsing	and	adding	multiple	serversAuthenticated	connection	with	certificate	or	no	securityGraphical	query
editorData	Access	(DA)Historical	Access	(HA	/	HDA)Alarms	&	Conditions	(AC	/	AE)What	needs	to	be	implementedOPCUA	DA	Subscriptions:	These	are	the	ones	where	you	will	not	need	to	hit	the	refresh	button.	If	you	have	subscribed	to	a	data	point	at	500ms,	you	will	get	an	unsolicited	update	every	500ms.Password	authenticationTwo-way
communication	with	the	OPC	UA	server	(currently	read	only)Description	and	ArchitectureThis	plugin	uses	GRPC	and	a	C#	backend	to	communicate	with	Grafana	directly.	See	pkg/dotnet	directory	for	the	backend	componentBuildingyarn	install	to	install	dependenciesyarn	build	|	yarn	dev	to	build	the	pluginmake	build	to	build	the	backend
componentRestart	Grafana	and	you	should	have	the	datasource	installed.ConfigurationYou	will	need	to	add	a	plugin	specific	configuration	section	to	your	configuration	file	(grafana.conf)	Copy[plugin.grafana-opcua-datasource]	data_dir	=	"/some/path/to/config/grafana-opcua-datasource"An	example	of	this	using	common	linux	default	paths	would	be
Copy[plugin.grafana-opcua-datasource]	data_dir	=	"/var/lib/grafana-opcua-datasource"ContributingContributions	that	addresses	the	needs	above	or	other	feature	you’d	like	to	see	are	most	welcome.	Fork	the	project	and	commit	a	PR	with	your	requests.	is	a	proud	contributor	Open	Software	like	this	project	and	open	standards	like	OPC	UA	fits
perfectly	with	our	quest	to	give	our	clients	the	freedom	to	operate.	To	know	more	about	our	offerings	and	get	in	touch,	check	out	has	a	public	test	OPC	UA	Server	running	at	opc.tcp://opcua.prediktor.com:4880.	It	provides	a	small	information	model	with	Realtime/Historic	data	and	Alarms&Events.	Feel	free	to	use	itYou	can	find	complementary	OPC
UA	Grafana	panel	plugins	at	AQ:	Can	it	read	OPC	Classic	DA/HDA/AE?A:	Yes,	provided	use	use	the	OPC	Foundations	COMIOP	wrapper,	which	you	can	find	here.	You	will	need	to	configure	IOP	to	wrap	your	OPC	COM	server.	Tested	against	Matrikon	OPC	Desktop	Historian	and	Matrikon	OPC	Simulation	Server.VisionThe	OPC	UA	datasource	should
beEasy	to	useGraphically	configurableSmart	(ie:	Able	to	use	metadata	from	the	browsing	of	tags	to	ease	configuration	in	whatever	panel	the	datasource	is	interacting	with)Robust	and	Reliable	(of	course!)	You	can’t	perform	that	action	at	this	time.	You	can’t	perform	that	action	at	this	time.	This	is	a	Prometheus	exporter	for	the	OPC	Unified
Architecture	protocol.	It	uses	gopcua/opcua	to	communicate	with	an	OPCUA	endpoint,	subscribes	to	selected	channels,	and	republishes	them	as	Promtheus	metrics	on	a	port	of	your	choice.	Usage	of	opcua_exporter:	-buffer-size	int	Maximum	number	of	messages	in	the	receive	buffer	(default	64)	-config	string	Path	to	a	file	from	which	to	read	the	list	of
OPC	UA	nodes	to	monitor	-config-b64	string	Base64-encoded	config	JSON.	Overrides	-config	-debug	Enable	debug	logging	-endpoint	string	OPC	UA	Endpoint	to	connect	to.	(default	"opc.tcp://localhost:4096")	-max-timeouts	int	The	exporter	will	quit	trying	after	this	many	read	timeouts	(0	to	disable).	-port	int	Port	to	publish	metrics	on.	(default	9686)	-
prom-prefix	string	Prefix	will	be	appended	to	emitted	prometheus	metrics	-read-timeout	duration	Timeout	when	waiting	for	OPCUA	subscription	messages	(default	5s)	-summary-interval	duration	How	frequently	to	print	an	event	count	summary	(default	5m0s)	You	need	to	supply	a	mapping	of	stringified	OPC-UA	node	names	to	Prometheus	metric
names.	This	is	nessecary	because	the	OPC-UA	node	strings	use	;	and	=	characters	to	seperate	fields	from	each	other	and	names	from	values,	while	Prometheus	metric	names	must	match	the	regex	[a-zA-Z_:][a-zA-Z0-9_:]*.	For	good	advice	on	Prometheus	metric	naming,	refer	to	the	Prometheus	docs.	The	exporter	uses	a	YAML	config	file	to	specify	the
mapping.	An	example	config	file	might	look	like:	-	nodeName:	ns=1;s=Voltmeter	metricName:	circuit_input_volts	-	nodeName:	ns=1;s=Ammeter	metricName:	circuit_input_amps	-	nodeName:	ns=1;s=CircuitBreakerStates	extractBit:	3	#	pull	just	this	bit	from	a	bit-vector	channel	metricName:	circuit_breaker_three_tripped	Some	of	our	OPC-UA
devices	send	alarm	states	as	binary	bit-vector	values,	for	example,	a	32-bit	unsinged	integer	where	each	bit	represents	the	state	of	a	circuit	breaker.	If	you	want	to	monitor	a	single	bit,	you	can	specify	an	extractBit	in	the	node	configuration	file.	The	exporter	will	pull	just	that	bit	(zero-indexed)	from	the	value	of	the	OPC-UA	channel,	and	export	it	as	a
0.0	or	1.0	Prometheus	metric	value.	This	is	a	Prometheus	exporter	for	the	OPC	Unified	Architecture	protocol.	It	uses	gopcua/opcua	to	communicate	with	an	OPCUA	endpoint,	subscribes	to	selected	channels,	and	republishes	them	as	Promtheus	metrics	on	a	port	of	your	choice.	Usage	of	opcua_exporter:	-buffer-size	int	Maximum	number	of	messages	in
the	receive	buffer	(default	64)	-config	string	Path	to	a	file	from	which	to	read	the	list	of	OPC	UA	nodes	to	monitor	-config-b64	string	Base64-encoded	config	JSON.	Overrides	-config	-debug	Enable	debug	logging	-endpoint	string	OPC	UA	Endpoint	to	connect	to.	(default	"opc.tcp://localhost:4096")	-max-timeouts	int	The	exporter	will	quit	trying	after	this
many	read	timeouts	(0	to	disable).	-port	int	Port	to	publish	metrics	on.	(default	9686)	-prom-prefix	string	Prefix	will	be	appended	to	emitted	prometheus	metrics	-read-timeout	duration	Timeout	when	waiting	for	OPCUA	subscription	messages	(default	5s)	-summary-interval	duration	How	frequently	to	print	an	event	count	summary	(default	5m0s)	You
need	to	supply	a	mapping	of	stringified	OPC-UA	node	names	to	Prometheus	metric	names.	This	is	nessecary	because	the	OPC-UA	node	strings	use	;	and	=	characters	to	seperate	fields	from	each	other	and	names	from	values,	while	Prometheus	metric	names	must	match	the	regex	[a-zA-Z_:][a-zA-Z0-9_:]*.	For	good	advice	on	Prometheus	metric	naming,
refer	to	the	Prometheus	docs.	The	exporter	uses	a	YAML	config	file	to	specify	the	mapping.	An	example	config	file	might	look	like:	-	nodeName:	ns=1;s=Voltmeter	metricName:	circuit_input_volts	-	nodeName:	ns=1;s=Ammeter	metricName:	circuit_input_amps	-	nodeName:	ns=1;s=CircuitBreakerStates	extractBit:	3	#	pull	just	this	bit	from	a	bit-
vector	channel	metricName:	circuit_breaker_three_tripped	Some	of	our	OPC-UA	devices	send	alarm	states	as	binary	bit-vector	values,	for	example,	a	32-bit	unsinged	integer	where	each	bit	represents	the	state	of	a	circuit	breaker.	If	you	want	to	monitor	a	single	bit,	you	can	specify	an	extractBit	in	the	node	configuration	file.	The	exporter	will	pull	just
that	bit	(zero-indexed)	from	the	value	of	the	OPC-UA	channel,	and	export	it	as	a	0.0	or	1.0	Prometheus	metric	value.	Telegraf	is	a	plugin-driven	agent	that	collects,	processes,	aggregates,	and	writes	metrics.	It	supports	four	categories	of	plugins:	input,	output,	aggregator,	and	processor.	In	addition	to	the	included	plugins,	you	can	run	external	plugins
that	integrate	with	the	Telegraf	Execd	processor	plugin.Jump	to:Input	pluginsOutput	pluginsAggregator	pluginsProcessor	pluginsInput	pluginsTelegraf	input	plugins	are	used	with	the	InfluxData	time	series	platform	to	collect	metrics	from	the	system,	services,	or	third-party	APIs.	View	View	View	View	View	View	View	View	View	View	View	View	View
View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View
View	View	View	ViewThe	InfluxDB	Listener	input	plugin	listens	for	requests	sent	according	to	the	InfluxDB	HTTP	API.	The	intent	of	the	plugin	is	to	allow	Telegraf	to	serve	as	a	proxy,	or	router,	for	the	HTTP	/write	endpoint	of	the	InfluxDB	HTTP	API.This	plugin	was	previously	known	as	http_listener.	To	send	general	metrics	via	HTTP,	use	the	HTTP
Listener	v2	input	plugin	instead.This	plugin	is	compatible	with	InfluxDB	1.x	only.The	/write	endpoint	supports	the	precision	query	parameter	and	can	be	set	to	ns,	u,	ms,	s,	m,	h.	Other	parameters	are	ignored	and	defer	to	the	output	plugins	configuration.When	chaining	Telegraf	instances	using	this	plugin,	CREATE	DATABASE	requests	receive	a	200
OK	response	with	message	body	{"results":[]}	but	they	are	not	relayed.	The	output	configuration	of	the	Telegraf	instance	which	ultimately	submits	data	to	InfluxDB	determines	the	destination	database.	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View
View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	ViewThe	Procstat	input	plugin
monitors	system	resource	usage	of	an	individual	processes	using	their	/proc	data.Processes	can	be	specified	either	by	pid	file,	by	executable	name,	by	command	line	pattern	matching,	by	username,	by	systemd	unit	name,	or	by	cgroup	name/path	(in	this	order	or	priority).	This	plugin	uses	pgrep	when	an	executable	name	is	provided	to	obtain	the	pid.
The	Procstat	plugin	transmits	IO,	memory,	cpu,	file	descriptor-related	measurements	for	every	process	specified.	A	prefix	can	be	set	to	isolate	individual	process	specific	measurements.The	Procstat	input	plugin	will	tag	processes	according	to	how	they	are	specified	in	the	configuration.	If	a	pid	file	is	used,	a	“pidfile”	tag	will	be	generated.	On	the	other
hand,	if	an	executable	is	used	an	“exe”	tag	will	be	generated.	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View
View	View	View	View	View	View	View	ViewOutput	pluginsTelegraf	processor	plugins	write	metrics	to	various	destinations.	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	ViewThe	Azure	Monitor	custom	metrics	service	is	currently	in	preview	and	not	available	in
a	subset	of	Azure	regions.The	Microsoft	Azure	Monitor	output	plugin	sends	custom	metrics	to	Microsoft	Azure	Monitor.	Azure	Monitor	has	a	metric	resolution	of	one	minute.	To	handle	this	in	Telegraf,	the	Azure	Monitor	output	plugin	automatically	aggregates	metrics	into	one	minute	buckets,	which	are	then	sent	to	Azure	Monitor	on	every	flush
interval.For	a	Microsoft	blog	posting	on	using	Telegraf	with	Microsoft	Azure	Monitor,	see	Collect	custom	metrics	for	a	Linux	VM	with	the	InfluxData	Telegraf	Agent.The	metrics	from	each	input	plugin	will	be	written	to	a	separate	Azure	Monitor	namespace,	prefixed	with	Telegraf/	by	default.	The	field	name	for	each	metric	is	written	as	the	Azure
Monitor	metric	name.	All	field	values	are	written	as	a	summarized	set	that	includes	min,	max,	sum,	and	count.	Tags	are	written	as	a	dimension	on	each	Azure	Monitor	metric.	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	ViewAggregator	pluginsTelegraf	aggregator
plugins	create	aggregate	metrics	(for	example,	mean,	min,	max,	quantiles,	etc.)	View	View	View	View	View	View	View	View	ViewProcessor	pluginsTelegraf	output	plugins	transform,	decorate,	and	filter	metrics.	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View	View
View	View	View	View	ViewWas	this	page	helpful?Thank	you	for	your	feedback!	This	is	a	Prometheus	exporter	for	the	OPC	Unified	Architecture	protocol.	It	uses	gopcua/opcua	to	communicate	with	an	OPCUA	endpoint,	subscribes	to	selected	channels,	and	republishes	them	as	Promtheus	metrics	on	a	port	of	your	choice.	Usage	of	opcua_exporter:	-
buffer-size	int	Maximum	number	of	messages	in	the	receive	buffer	(default	64)	-config	string	Path	to	a	file	from	which	to	read	the	list	of	OPC	UA	nodes	to	monitor	-config-b64	string	Base64-encoded	config	JSON.	Overrides	-config	-debug	Enable	debug	logging	-endpoint	string	OPC	UA	Endpoint	to	connect	to.	(default	"opc.tcp://localhost:4096")	-max-
timeouts	int	The	exporter	will	quit	trying	after	this	many	read	timeouts	(0	to	disable).	-port	int	Port	to	publish	metrics	on.	(default	9686)	-prom-prefix	string	Prefix	will	be	appended	to	emitted	prometheus	metrics	-read-timeout	duration	Timeout	when	waiting	for	OPCUA	subscription	messages	(default	5s)	-summary-interval	duration	How	frequently	to
print	an	event	count	summary	(default	5m0s)	You	need	to	supply	a	mapping	of	stringified	OPC-UA	node	names	to	Prometheus	metric	names.	This	is	nessecary	because	the	OPC-UA	node	strings	use	;	and	=	characters	to	seperate	fields	from	each	other	and	names	from	values,	while	Prometheus	metric	names	must	match	the	regex	[a-zA-Z_:][a-zA-Z0-
9_:]*.	For	good	advice	on	Prometheus	metric	naming,	refer	to	the	Prometheus	docs.	The	exporter	uses	a	YAML	config	file	to	specify	the	mapping.	An	example	config	file	might	look	like:	-	nodeName:	ns=1;s=Voltmeter	metricName:	circuit_input_volts	-	nodeName:	ns=1;s=Ammeter	metricName:	circuit_input_amps	-	nodeName:
ns=1;s=CircuitBreakerStates	extractBit:	3	#	pull	just	this	bit	from	a	bit-vector	channel	metricName:	circuit_breaker_three_tripped	Some	of	our	OPC-UA	devices	send	alarm	states	as	binary	bit-vector	values,	for	example,	a	32-bit	unsinged	integer	where	each	bit	represents	the	state	of	a	circuit	breaker.	If	you	want	to	monitor	a	single	bit,	you	can
specify	an	extractBit	in	the	node	configuration	file.	The	exporter	will	pull	just	that	bit	(zero-indexed)	from	the	value	of	the	OPC-UA	channel,	and	export	it	as	a	0.0	or	1.0	Prometheus	metric	value.	The	OPC	UA	plugin	provides	an	interface	for	retrieving	data	from	OPC	UA	server	devices,	facilitating	effective	data	collection	and	monitoring.	The
Prometheus	Output	Plugin	enables	Telegraf	to	expose	metrics	at	an	HTTP	endpoint	for	scraping	by	a	Prometheus	server.	This	integration	allows	users	to	collect	and	aggregate	metrics	from	various	sources	in	a	format	that	Prometheus	can	process	efficiently.	OPC	UA	The	OPC	UA	Plugin	retrieves	data	from	devices	that	communicate	using	the	OPC	UA
protocol,	allowing	you	to	collect	and	monitor	data	from	your	OPC	UA	servers.	Prometheus	This	plugin	for	facilitates	the	integration	with	Prometheus,	a	well-known	open-source	monitoring	and	alerting	toolkit	designed	for	reliability	and	efficiency	in	large-scale	environments.	By	working	as	a	Prometheus	client,	it	allows	users	to	expose	a	defined	set	of
metrics	via	an	HTTP	server	that	Prometheus	can	scrape	at	specified	intervals.	This	plugin	plays	a	crucial	role	in	monitoring	diverse	systems	by	allowing	them	to	publish	performance	metrics	in	a	standardized	format,	enabling	extensive	visibility	into	system	health	and	behavior.	Key	features	include	support	for	configuring	various	endpoints,	enabling
TLS	for	secure	communication,	and	options	for	HTTP	basic	authentication.	The	plugin	also	integrates	seamlessly	with	global	Telegraf	configuration	settings,	supporting	extensive	customization	to	fit	specific	monitoring	needs.	This	promotes	interoperability	in	environments	where	different	systems	must	communicate	performance	data	effectively.
Leveraging	Prometheus’s	metric	format,	it	allows	for	flexible	metric	management	through	advanced	configurations	such	as	metric	expiration	and	collectors	control,	offering	a	sophisticated	solution	for	monitoring	and	alerting	workflows.	OPC	UA	[[inputs.opcua]]	##	Metric	name	#	name	=	"opcua"	#	##	OPC	UA	Endpoint	URL	#	endpoint	=
"opc.tcp://localhost:4840"	#	##	Maximum	time	allowed	to	establish	a	connect	to	the	endpoint.	#	connect_timeout	=	"10s"	#	##	Maximum	time	allowed	for	a	request	over	the	established	connection.	#	request_timeout	=	"5s"	#	Maximum	time	that	a	session	shall	remain	open	without	activity.	#	session_timeout	=	"20m"	#	##	Security	policy,	one	of
"None",	"Basic128Rsa15",	"Basic256",	##	"Basic256Sha256",	or	"auto"	#	security_policy	=	"auto"	#	##	Security	mode,	one	of	"None",	"Sign",	"SignAndEncrypt",	or	"auto"	#	security_mode	=	"auto"	#	##	Path	to	cert.pem.	Required	when	security	mode	or	policy	isn't	"None".	##	If	cert	path	is	not	supplied,	self-signed	cert	and	key	will	be	generated.	#
certificate	=	"/etc/telegraf/cert.pem"	#	##	Path	to	private	key.pem.	Required	when	security	mode	or	policy	isn't	"None".	##	If	key	path	is	not	supplied,	self-signed	cert	and	key	will	be	generated.	#	private_key	=	"/etc/telegraf/key.pem"	#	##	Authentication	Method,	one	of	"Certificate",	"UserName",	or	"Anonymous".	To	##	authenticate	using	a
specific	ID,	select	'Certificate'	or	'UserName'	#	auth_method	=	"Anonymous"	#	##	Username.	Required	for	auth_method	=	"UserName"	#	username	=	""	#	##	Password.	Required	for	auth_method	=	"UserName"	#	password	=	""	#	##	Option	to	select	the	metric	timestamp	to	use.	Valid	options	are:	##	"gather"	--	uses	the	time	of	receiving	the	data
in	telegraf	##	"server"	--	uses	the	timestamp	provided	by	the	server	##	"source"	--	uses	the	timestamp	provided	by	the	source	#	timestamp	=	"gather"	#	##	Client	trace	messages	##	When	set	to	true,	and	debug	mode	enabled	in	the	agent	settings,	the	OPCUA	##	client's	messages	are	included	in	telegraf	logs.	These	messages	are	very	##	noisey,
but	essential	for	debugging	issues.	#	client_trace	=	false	#	##	Include	additional	Fields	in	each	metric	##	Available	options	are:	##	DataType	--	OPC-UA	Data	Type	(string)	#	optional_fields	=	[]	#	##	Node	ID	configuration	##	name	-	field	name	to	use	in	the	output	##	namespace	-	OPC	UA	namespace	of	the	node	(integer	value	0	thru	3)	##
identifier_type	-	OPC	UA	ID	type	(s=string,	i=numeric,	g=guid,	b=opaque)	##	identifier	-	OPC	UA	ID	(tag	as	shown	in	opcua	browser)	##	tags	-	extra	tags	to	be	added	to	the	output	metric	(optional);	deprecated	in	1.25.0;	use	default_tags	##	default_tags	-	extra	tags	to	be	added	to	the	output	metric	(optional)	##	##	Use	either	the	inline	notation	or
the	bracketed	notation,	not	both.	#	##	Inline	notation	(default_tags	not	supported	yet)	#	nodes	=	[	#	{name="",	namespace="",	identifier_type="",	identifier="",	tags=[["tag1",	"value1"],	["tag2",	"value2"]},	#	{name="",	namespace="",	identifier_type="",	identifier=""},	#	]	#	##	Bracketed	notation	#	[[inputs.opcua.nodes]]	#	name	=	"node1"	#
namespace	=	""	#	identifier_type	=	""	#	identifier	=	""	#	default_tags	=	{	tag1	=	"value1",	tag2	=	"value2"	}	#	#	[[inputs.opcua.nodes]]	#	name	=	"node2"	#	namespace	=	""	#	identifier_type	=	""	#	identifier	=	""	#	##	Node	Group	##	Sets	defaults	so	they	aren't	required	in	every	node.	##	Default	values	can	be	set	for:	##	*	Metric	name	##	*	OPC
UA	namespace	##	*	Identifier	##	*	Default	tags	##	##	Multiple	node	groups	are	allowed	#[[inputs.opcua.group]]	##	Group	Metric	name.	Overrides	the	top	level	name.	If	unset,	the	##	top	level	name	is	used.	#	name	=	#	##	Group	default	namespace.	If	a	node	in	the	group	doesn't	set	its	##	namespace,	this	is	used.	#	namespace	=	#	##	Group
default	identifier	type.	If	a	node	in	the	group	doesn't	set	its	##	namespace,	this	is	used.	#	identifier_type	=	#	##	Default	tags	that	are	applied	to	every	node	in	this	group.	Can	be	##	overwritten	in	a	node	by	setting	a	different	value	for	the	tag	name.	##	example:	default_tags	=	{	tag1	=	"value1"	}	#	default_tags	=	{}	#	##	Node	ID	Configuration.
Array	of	nodes	with	the	same	settings	as	above.	##	Use	either	the	inline	notation	or	the	bracketed	notation,	not	both.	#	##	Inline	notation	(default_tags	not	supported	yet)	#	nodes	=	[	#	{name="node1",	namespace="",	identifier_type="",	identifier=""},	#	{name="node2",	namespace="",	identifier_type="",	identifier=""},	#]	#	##	Bracketed
notation	#	[[inputs.opcua.group.nodes]]	#	name	=	"node1"	#	namespace	=	""	#	identifier_type	=	""	#	identifier	=	""	#	default_tags	=	{	tag1	=	"override1",	tag2	=	"value2"	}	#	#	[[inputs.opcua.group.nodes]]	#	name	=	"node2"	#	namespace	=	""	#	identifier_type	=	""	#	identifier	=	""	##	Enable	workarounds	required	by	some	devices	to	work
correctly	#	[inputs.opcua.workarounds]	##	Set	additional	valid	status	codes,	StatusOK	(0x0)	is	always	considered	valid	#	additional_valid_status_codes	=	["0xC0"]	#	[inputs.opcua.request_workarounds]	##	Use	unregistered	reads	instead	of	registered	reads	#	use_unregistered_reads	=	false	Prometheus	[[outputs.prometheus_client]]	##	Address	to
listen	on.	##	ex:	##	listen	=	":9273"	##	listen	=	"vsock://:9273"	listen	=	":9273"	##	Maximum	duration	before	timing	out	read	of	the	request	#	read_timeout	=	"10s"	##	Maximum	duration	before	timing	out	write	of	the	response	#	write_timeout	=	"10s"	##	Metric	version	controls	the	mapping	from	Prometheus	metrics	into	Telegraf	metrics.	##	See
"Metric	Format	Configuration"	in	plugins/inputs/prometheus/README.md	for	details.	##	Valid	options:	1,	2	#	metric_version	=	1	##	Use	HTTP	Basic	Authentication.	#	basic_username	=	"Foo"	#	basic_password	=	"Bar"	##	If	set,	the	IP	Ranges	which	are	allowed	to	access	metrics.	##	ex:	ip_range	=	["192.168.0.0/24",	"192.168.1.0/30"]	#	ip_range
=	[]	##	Path	to	publish	the	metrics	on.	#	path	=	"/metrics"	##	Expiration	interval	for	each	metric.	0	==	no	expiration	#	expiration_interval	=	"60s"	##	Collectors	to	enable,	valid	entries	are	"gocollector"	and	"process".	##	If	unset,	both	are	enabled.	#	collectors_exclude	=	["gocollector",	"process"]	##	Send	string	metrics	as	Prometheus	labels.	##
Unless	set	to	false	all	string	metrics	will	be	sent	as	labels.	#	string_as_label	=	true	##	If	set,	enable	TLS	with	the	given	certificate.	#	tls_cert	=	"/etc/ssl/telegraf.crt"	#	tls_key	=	"/etc/ssl/telegraf.key"	##	Set	one	or	more	allowed	client	CA	certificate	file	names	to	##	enable	mutually	authenticated	TLS	connections	#	tls_allowed_cacerts	=
["/etc/telegraf/clientca.pem"]	##	Export	metric	collection	time.	#	export_timestamp	=	false	##	Specify	the	metric	type	explicitly.	##	This	overrides	the	metric-type	of	the	Telegraf	metric.	Globbing	is	allowed.	#	[outputs.prometheus_client.metric_types]	#	counter	=	[]	#	gauge	=	[]	OPC	UA	Basic	Configuration:	Set	up	the	plugin	with	your	OPC	UA
server	endpoint	and	desired	metrics.	This	allows	Telegraf	to	start	gathering	metrics	from	the	configured	nodes.	Node	ID	Setup:	Use	the	configuration	to	specify	specific	nodes,	such	as	temperature	sensors,	to	monitor	their	values	in	real-time.	For	example,	configure	node	ns=3;s=Temperature	to	gather	temperature	data	directly.	Group	Configuration:
Simplify	monitoring	multiple	nodes	by	grouping	them	under	a	single	configuration—this	sets	defaults	for	all	nodes	in	that	group,	thereby	reducing	redundancy	in	setup.	Prometheus	Monitoring	Multi-cloud	Deployments:	Utilize	the	Prometheus	plugin	to	collect	metrics	from	applications	running	across	multiple	cloud	providers.	This	scenario	allows
teams	to	centralize	monitoring	through	a	single	Prometheus	instance	that	scrapes	metrics	from	different	environments,	providing	a	unified	view	of	performance	metrics	across	hybrid	infrastructures.	It	streamlines	reporting	and	alerting,	enhancing	operational	efficiency	without	needing	complex	integrations.	Enhancing	Microservices	Visibility:
Implement	the	plugin	to	expose	metrics	from	various	microservices	within	a	Kubernetes	cluster.	Using	Prometheus,	teams	can	visualize	service	metrics	in	real	time,	identify	bottlenecks,	and	maintain	system	health	checks.	This	setup	supports	adaptive	scaling	and	resource	utilization	optimization	based	on	insights	generated	from	the	collected	metrics.
It	enhances	the	ability	to	troubleshoot	service	interactions,	significantly	improving	the	resilience	of	the	microservice	architecture.	Real-time	Anomaly	Detection	in	E-commerce:	By	leveraging	this	plugin	alongside	Prometheus,	an	e-commerce	platform	can	monitor	key	performance	indicators	such	as	response	times	and	error	rates.	Integrating	anomaly
detection	algorithms	with	scraped	metrics	allows	the	identification	of	unexpected	patterns	indicating	potential	issues,	such	as	sudden	traffic	spikes	or	backend	service	failure.	This	proactive	monitoring	empowers	business	continuity	and	operational	efficiency,	minimizing	potential	downtimes	while	ensuring	service	reliability.	Performance	Metrics
Reporting	for	APIs:	Utilize	the	Prometheus	Output	Plugin	to	gather	and	report	API	performance	metrics,	which	can	then	be	visualized	in	Grafana	dashboards.	This	use	case	enables	detailed	analysis	of	API	response	times,	throughput,	and	error	rates,	promoting	continuous	improvement	of	API	services.	By	closely	monitoring	these	metrics,	teams	can
quickly	react	to	degradation,	ensuring	optimal	API	performance	and	maintaining	a	high	level	of	service	availability.	Thank	you	for	being	part	of	our	community!	If	you	have	any	general	feedback	or	found	any	bugs	on	these	pages,	we	welcome	and	encourage	your	input.	Please	submit	your	feedback	in	the	InfluxDB	community	Slack.	Visit	prometheus.io
for	the	full	documentation,	examples	and	guides.	Prometheus,	a	Cloud	Native	Computing	Foundation	project,	is	a	systems	and	service	monitoring	system.	It	collects	metrics	from	configured	targets	at	given	intervals,	evaluates	rule	expressions,	displays	the	results,	and	can	trigger	alerts	when	specified	conditions	are	observed.	The	features	that
distinguish	Prometheus	from	other	metrics	and	monitoring	systems	are:	A	multi-dimensional	data	model	(time	series	defined	by	metric	name	and	set	of	key/value	dimensions)	PromQL,	a	powerful	and	flexible	query	language	to	leverage	this	dimensionality	No	dependency	on	distributed	storage;	single	server	nodes	are	autonomous	An	HTTP	pull	model
for	time	series	collection	Pushing	time	series	is	supported	via	an	intermediary	gateway	for	batch	jobs	Targets	are	discovered	via	service	discovery	or	static	configuration	Multiple	modes	of	graphing	and	dashboarding	support	Support	for	hierarchical	and	horizontal	federation	There	are	various	ways	of	installing	Prometheus.	Precompiled	binaries	for
released	versions	are	available	in	the	download	section	on	prometheus.io.	Using	the	latest	production	release	binary	is	the	recommended	way	of	installing	Prometheus.	See	the	Installing	chapter	in	the	documentation	for	all	the	details.	Docker	images	are	available	on	Quay.io	or	Docker	Hub.	You	can	launch	a	Prometheus	container	for	trying	it	out	with
docker	run	--name	prometheus	-d	-p	127.0.0.1:9090:9090	prom/prometheus	Prometheus	will	now	be	reachable	at	.	To	build	Prometheus	from	source	code,	You	need:	Start	by	cloning	the	repository:	git	clone	cd	prometheus	You	can	use	the	go	tool	to	build	and	install	the	prometheus	and	promtool	binaries	into	your	GOPATH:	GO111MODULE=on	go
install	github.com/prometheus/prometheus/cmd/...	prometheus	--config.file=your_config.yml	However,	when	using	go	install	to	build	Prometheus,	Prometheus	will	expect	to	be	able	to	read	its	web	assets	from	local	filesystem	directories	under	web/ui/static	and	web/ui/templates.	In	order	for	these	assets	to	be	found,	you	will	have	to	run	Prometheus
from	the	root	of	the	cloned	repository.	Note	also	that	these	directories	do	not	include	the	React	UI	unless	it	has	been	built	explicitly	using	make	assets	or	make	build.	An	example	of	the	above	configuration	file	can	be	found	here.	You	can	also	build	using	make	build,	which	will	compile	in	the	web	assets	so	that	Prometheus	can	be	run	from	anywhere:
make	build	./prometheus	--config.file=your_config.yml	The	Makefile	provides	several	targets:	build:	build	the	prometheus	and	promtool	binaries	(includes	building	and	compiling	in	web	assets)	test:	run	the	tests	test-short:	run	the	short	tests	format:	format	the	source	code	vet:	check	the	source	code	for	common	errors	assets:	build	the	React	UI
Prometheus	is	bundled	with	many	service	discovery	plugins.	When	building	Prometheus	from	source,	you	can	edit	the	plugins.yml	file	to	disable	some	service	discoveries.	The	file	is	a	yaml-formatted	list	of	go	import	path	that	will	be	built	into	the	Prometheus	binary.	After	you	have	changed	the	file,	you	need	to	run	make	build	again.	If	you	are	using
another	method	to	compile	Prometheus,	make	plugins	will	generate	the	plugins	file	accordingly.	If	you	add	out-of-tree	plugins,	which	we	do	not	endorse	at	the	moment,	additional	steps	might	be	needed	to	adjust	the	go.mod	and	go.sum	files.	As	always,	be	extra	careful	when	loading	third	party	code.	You	can	build	a	docker	image	locally	with	the
following	commands:	make	promu	promu	crossbuild	-p	linux/amd64	make	npm_licenses	make	common-docker-amd64	The	make	docker	target	is	intended	only	for	use	in	our	CI	system	and	will	not	produce	a	fully	working	image	when	run	locally.	We	are	publishing	our	Remote	Write	protobuf	independently	at	buf.build.	You	can	use	that	as	a	library:	go
get	buf.build/gen/go/prometheus/prometheus/protocolbuffers/go@latest	This	is	experimental.	In	order	to	comply	with	go	mod	rules,	Prometheus	release	number	do	not	exactly	match	Go	module	releases.	For	the	Prometheus	v3.y.z	releases,	we	are	publishing	equivalent	v0.3y.z	tags.	The	y	in	v0.3y.z	is	always	padded	to	two	digits,	with	a	leading	zero	if
needed.	Therefore,	a	user	that	would	want	to	use	Prometheus	v3.0.0	as	a	library	could	do:	go	get	github.com/prometheus/prometheus@v0.300.0	For	the	Prometheus	v2.y.z	releases,	we	published	the	equivalent	v0.y.z	tags.	Therefore,	a	user	that	would	want	to	use	Prometheus	v2.35.0	as	a	library	could	do:	go	get
github.com/prometheus/prometheus@v0.35.0	This	solution	makes	it	clear	that	we	might	break	our	internal	Go	APIs	between	minor	user-facing	releases,	as	breaking	changes	are	allowed	in	major	version	zero.	For	more	information	on	building,	running,	and	developing	on	the	React-based	UI,	see	the	React	app's	README.md.	Godoc	documentation	is
available	via	pkg.go.dev.	Due	to	peculiarities	of	Go	Modules,	v3.y.z	will	be	displayed	as	v0.3y.z	(the	y	in	v0.3y.z	is	always	padded	to	two	digits,	with	a	leading	zero	if	needed),	while	v2.y.z	will	be	displayed	as	v0.y.z.	See	the	Community	page	for	how	to	reach	the	Prometheus	developers	and	users	on	various	communication	channels.	Refer	to
CONTRIBUTING.md	Apache	License	2.0,	see	LICENSE.	Share	—	copy	and	redistribute	the	material	in	any	medium	or	format	for	any	purpose,	even	commercially.	Adapt	—	remix,	transform,	and	build	upon	the	material	for	any	purpose,	even	commercially.	The	licensor	cannot	revoke	these	freedoms	as	long	as	you	follow	the	license	terms.	Attribution	—
You	must	give	appropriate	credit	,	provide	a	link	to	the	license,	and	indicate	if	changes	were	made	.	You	may	do	so	in	any	reasonable	manner,	but	not	in	any	way	that	suggests	the	licensor	endorses	you	or	your	use.	ShareAlike	—	If	you	remix,	transform,	or	build	upon	the	material,	you	must	distribute	your	contributions	under	the	same	license	as	the
original.	No	additional	restrictions	—	You	may	not	apply	legal	terms	or	technological	measures	that	legally	restrict	others	from	doing	anything	the	license	permits.	You	do	not	have	to	comply	with	the	license	for	elements	of	the	material	in	the	public	domain	or	where	your	use	is	permitted	by	an	applicable	exception	or	limitation	.	No	warranties	are
given.	The	license	may	not	give	you	all	of	the	permissions	necessary	for	your	intended	use.	For	example,	other	rights	such	as	publicity,	privacy,	or	moral	rights	may	limit	how	you	use	the	material.


