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The	KCC	also	uses	RPC	to	communicate	with	DCs	to	request	information	when	building	a	replication	topology.	Why	consider	this	'AD	Replication	Manager'?	IT	administrators	have	been	working	with	and	around	Active	Directory	since	the	introduction	of	the	technology	in	Windows	2000	Server.	Pulling	slightly	reduces	replication	traffic	between	DCs.
Store-and-forward	replication	Store-and-forward	replication	ensures	that	every	DC	communicates	with	a	subset	of	DCs	to	transfer	the	object	changes	that	have	occurred.	NTDS	Setting	objects	are	in	the	nTDSDSA	class,	and	represent	an	instance	of	Active	Directory	on	a	specific	DC.	The	KCC	uses	these	links	to	create	a	topology	so	that	replication	is
managed	across	the	site-to-site	links.	You	can	use	it	to	analyze	and	troubleshoot	Active	Directory	replication	issues.	The	RepAdmin.exe	command	line	tool	is	also	available	to	provide	information	and	configure	Active	Directory	replication.	Similarly,	the	Replication	Status	Collection	Details	tab,	shown	in	Figure	3,	displays	where	replication	is	succeeding
and	where	it	is	failing.	Next,	enter	the	DCDiag	command.	DCDiag	is	a	general-purpose	Active	Directory	diagnostic	tool	that	is	not	specifically	designed	for	troubleshooting	Active	Directory	replication	failures,	but	it	is	a	great	tool	to	start	with.	The	Active	Directory	Replication	Status	tool	shows	the	current	Active	Directory	replication	status	for	each
domain	controller.	When	you	do,	Windows	will	run	a	series	of	tests	designed	to	assess	the	health	of	various	Active	Directory	components.	Remote	Procedure	Call	(RPC)	Directory	replication	is	communicated	by	using	the	RPC	protocol.	To	start,	use	the	workspace	on	the	left	side	of	the	tool	to	select	either	your	forest	or	a	specific	domain	within	the
forest.	This	might	include	DNS	configuration	adjustments,	modifications	to	the	network	topology	or	Dynamic	Host	Configuration	Protocol	alterations.	Active	Directory	replication	troubleshooting	can	be	tricky	because	there	can	be	several	potential	reasons	behind	a	replication	failure.	State-based	replication	ensures	that	each	DC	tracks	the	state	of
replication	updates	which	eliminates	conflicts	and	unnecessary	replication.	The	AD	Replication	Manager	Tool	makes	manual,	"push-button"	replication	a	breeze.	Figure	4.	Make	sure	that	the	domain	controllers	are	powered	on,	functioning	and	able	to	communicate	with	one	another	across	the	network.	It	provides	an	interface	for	services	and
processes	to	read	the	directory	database.	When	starting	the	Active	Directory	replication	troubleshooting	process,	it's	best	to	check	the	simple	things	first.	This	provides	fault	tolerance	within	an	Active	Directory	environment.	Figure	3.	This	tool,	which	you	can	see	in	Figure	2,	discovers	your	Active	Directory	environment	and	provides	information	about
the	state	of	replication	on	the	domain	controllers.	Site	Link	objects	are	in	the	siteLink	class,	and	identify	the	protocol	and	schedule	to	replicate	data	between	two	or	more	sites.	If	the	DCDiag	tool	does	not	detect	any	problems,	then	you	might	consider	running	it	on	each	domain	controller	within	the	domain.		Extensible	Storage	Engine	(ESE)	The	ESE
manages	directory	database	records,	which	may	contain	one	or	more	columns.	You	can	see	what	this	looks	like	in	Figure	4.	The	reason	for	this	is	many	times	Active	Directory	replication	issues	are	a	symptom	of	a	deeper	problem.	Using	the	DCDiag	tool	to	test	the	health	of	Active	Directory.	It	is	available	at	.	In	the	'Last	Replication	Information'	tab,
click	on	'Get	Information',	to	view	the	last	replicated	information.	The	diagram	below	shows	a	typical	two-site	Active	Directory	environment	with	some	of	the	replication	components.	To	use	the	DCDiag	tool,	open	an	elevated	command	prompt	window	on	a	domain	controller	experiencing	replication	problems.	Simple,	convenient,	saves	time	and	is	also
100%	free.	Replication	commands	and	tools	Beginning	with	Windows	PowerShell	in	Windows	Server	2012,	there	are	25	cmdlets	to	specifically	manage	Active	Directory	replication.	Occasionally,	you	may	find	that	the	tool	returns	very	different	results	depending	where	it	runs.	The	maximum	packet	size	and	object	limit	can	be	configured	by	modifying
the	registry	in	the	HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\NTDS\Parameters	location.	Active	Directory	replication	is	the	method	of	transferring	and	updating	Active	Directory	objects	from	one	DC	to	another	DC.	A	replication	packet	size	is	calculated	based	on	the	amount	of	RAM	in	the	DC.	If	the	domain	controller	clocks	fall	out
of	sync	by	more	than	a	few	minutes,	it	will	cause	Kerberos	to	stop	working,	which	can	cause	a	variety	of	problems.	When	you	do,	the	tool	collects	information	from	your	domain	controllers	and	displays	the	results.	However,	if	you	are	pressed	for	time	and	need	a	quick	resolution,	you	can	forcibly	remove	the	malfunctioning	domain	controller	from	the
domain	and	then	add	it	back	in.	The	RepAdmin	tool	gives	a	rundown	of	the	replication	status	of	your	Active	Directory.	With	store-and-forward,	every	DC	would	communicate	with	every	other	DC,	which	is	inefficient.	Instead	of	using	command	line	tools	or	navigating	through	the	clunky	Active	Directory	MMCs,	you	can	use	the	manager	to	force
replication	across	your	domain,	between	two	domain	controllers,	or	to	view	information	about	previous	replications.	The	'AD	Replication	Manager'	also	allows	replication	of	data	between	two	Domain	Controllers.	Pull	replication	ensures	that	DCs	request	object	changes	instead	of	changes	being	pushed	(especially	unnecessarily).	Directory	System
Agent	(DSA)	The	DSA	is	a	directory	service	component	that	runs	as	Ntdsa.dll	on	each	DC.	A	server	object,	in	the	server	class,	represents	server	computers,	including	DCs.	Server	objects	are	treated	as	security	principals	which	are	stored	in	a	separate	directory	partition	and	have	separate	globally	unique	identifiers	(GUIDs).	The	KCC	manages
replication	between	DCs	in	a	single	site	by	using	automatically	created	connections.	'add-PSSnapin	ReplicationManager'	followed	by	'Get-ReplicationManager'.	To	replicate	within	a	Domain:	Select	the	'Domain'	option;	choose	a	Domain	from	the	drop	down	menu	and	Click	on	'Replicate'	button.	You	can	manually	'Replicate'	Active	Directory	data	in	a
Domain	or	the	entire	forest.	The	connections	between	DCs	are	built	based	on	their	locations	within	a	forest	and	site.	In	this	part	of	our	tutorial	we’ll	speak	about	AD	replication.	NTDS	Site	Setting	objects	are	in	the	nTDSSiteSettings	class,	and	identify	site-wide	settings	for	Active	Directory.	-	Justin	Shin	More...	The	Active	Directory	depends	on	the
Kerberos	protocol,	which	is	sensitive	to	clock	skew.	The	Environment	Discovery	tab,	which	you	can	see	in	the	previous	figure,	will	display	the	Active	Directory	nodes	and	the	status	of	each.	If	your	Active	Directory	is	suffering	from	troubles	that	extend	beyond	simple	replication	problems,	then	the	DCDiag	tool	can	help	pinpoint	those	issues.	In	addition,
there	are	several	system	services	that	need	to	be	running	on	your	domain	controllers	for	Active	Directory	replication	to	work	properly.	Figure	1.	Connections	are	configured	between	sites	to	ensure	that	Active	Directory	objects	are	replicated	between	sites.	After	your	selection,	click	the	Refresh	Replication	Status	button.	Two	of	the	more	common
causes	include	a	loss	of	network	connectivity	or	a	DNS	configuration	error.	Store-and-forward	replication	balances	the	replication	load	among	the	DCs	within	an	Active	Directory	environment.	The	KCC	reads	configuration	data	and	reads	and	writes	connection	objects	for	DCs.	The	KCC	only	uses	RPC	to	communicate	with	the	directory	service.	You	can
perform	manual	'Replication'	of	data	between	the	selected	Domain	Controllers,	ensuring	consistency	of	data	available	across	DCs.	You	can	list	the	last	'Replication'	information	across	Connections,	Neighbours	and	Partitions.	However,	intersite	replication	relies	on	user-defined	links	that	must	be	created.	That	way,	you	can	sort	and	filter	the
information	as	needed.	To	save	the	replicated	information,	click	on	'Save';	you	will	be	asked	to	enter	the	appropriate	values	for	the	'SQL	Server	Authentication'.	Figure	2.	The	Active	Directory	Replication	Status	tool	checks	the	replication	status	for	the	domain	controllers	in	your	forest	or	domain.	Make	sure	your	domain	controller	clocks	are	all	in	sync.
Once	you	have	verified	the	overall	health	of	your	Active	Directory	environment,	you	should	run	the	Active	Directory	Replication	Status	tool,	provided	by	Microsoft	at	this	link.	The	Replication	Status	Admin	tool,	often	referred	to	as	RepAdmin,	is	one	of	the	most	widely	used	tools	for	troubleshooting	Active	Directory	replication	problems.	By	default,	the
first	DC	in	each	site	is	the	ISTG.	There	is	one	ISTG	server	in	each	site.	When	you	create,	delete	or	modify	a	domain	controller,	the	change	is	replicated	to	the	other	domain	controllers	in	the	domain.	Intrasite	replication	does	not	use	compression	and	changes	are	sent	to	DCs	immediately.	Connection	objects	are	in	the	nTDSConnection	class,	and	define
a	one-way,	inbound	route	from	a	source	DC	to	the	DC	that	is	storing	the	connection	object.	This	can	be	configured	to	as	low	as	15	minutes	in	the	GUI,	and	even	faster	by	modifying	the	registry.	In	larger	environments,	it	may	be	helpful	to	export	the	information	to	a	CSV	file	rather	than	display	it	on	screen.	It's	also	important	to	make	sure	your	firewalls
are	configured	to	allow	Remote	Procedure	Call	(RPC)	traffic	on	port	135.	Subnet	objects	are	in	the	subnet	class,	and	define	the	network	IP	subnet	that	is	corresponded	with	a	site.	There	is	only	one	NTDS	Site	Settings	object	per	site	in	the	Sites	container.	Windows	provides	several	native	tools	to	help	you	figure	out	why	you	are	experiencing	problems
with	Active	Directory	replication.	ManageEngine	ADManager	Plus's	'Active	Directory	Replication	Manager'	is	a	free	tool	that	enables	an	administrator	(or	an	equivalent	domain	user)	to	force	the	'Replication'	of	data	in	a	Domain	or	the	Entire	Forest.	Cross-reference	objects	are	in	the	crossRef	class,	and	store	the	location	of	Active	Directory	partitions
in	the	Partitions	container.	Site	connections	can	be	controlled	on	a	schedule	and	the	replication	data	is	compressed	to	minimize	bandwidth	usage.	You	can	see	an	example	of	this	in	Figure	1.	The	default	replication	schedule	for	site-to-site	connections	is	180	minutes	which	is	usually	way	too	long	for	the	vast	majority	of	organization.	RPC	is	a
communication	protocol	that	allows	developers	to	execute	code	on	a	local	or	remote	system	without	having	to	develop	specific	code	for	remote	execution.	These	cmdlets	offer	functionality	such	as	viewing	replication	information,	configuring	sites,	managing	site	links,	and	forcing	replication	to	occur.	You	should	use	the	service	control	manager	or
PowerShell's	Get-Service	cmdlet	to	verify	the	DNS	infrastructure,	Kerberos	authentication	protocol,	Windows	time	service	(W32time),	RPC	and	network	connectivity	services	are	running.	By	default,	the	packet	size	limits	are	1/100th	the	size	of	RAM,	with	a	minimum	of	1	MB	and	a	maximum	of	10	MB.	Additionally,	the	maximum	number	of	objects	in	a
packet	is	1/1,000,000th	the	size	of	the	system	RAM,	with	a	minimum	of	100	objects,	and	a	maximum	of	1,000	objects.	Similarly,	take	the	time	to	review	any	recent	changes	to	your	network.	This	will	almost	always	either	resolve	the	issue	or	yield	additional	clues	as	to	why	the	problem	is	happening.	In	the	Replication	tab,	To	replicate	within	the	entire
forest:Select	'Entire	Forest'	option	and	Click	on	'Replicate'	button.	Intersite	Topology	Generator	(ISTG)	The	ISTG	manages	the	intersite	inbound	replication	connection	objects	for	a	specific	site.	To	create	a	CSV	file,	use	this	command:	RepAdmin	/Showrepl	*	/CSV	>	showrepl.csv	The	tools	and	techniques	discussed	in	this	article	should	help	get	you
started	with	your	Active	Directory	replication	troubleshooting	method.	By	mapping	the	IP	address	of	a	DC	to	a	subnet,	Active	Directory	knows	which	DCs	are	in	which	site.	One	of	the	first	tools	to	try	is	DCDiag.	Windows	2000	Server	was	released	on	February	17,	2000	but	many	administrators	began	working	with	Active	Directory	in	late	1999	when	it
was	released	to	manufacturing	(RTM)	on	December	15,	1999.	For	the	purposes	of	this	article,	we	ran	the	RepAdmin	tool	on	a	domain	controller	in	a	small	Active	Directory	domain.	Therefore,	in	modern	servers	that	have	more	than	1	GB	or	RAM,	replication	packet	sizes	will	either	contain	up	to	10	MB	of	data	or	up	to	1,000	objects.	The	Active	Directory
objects	that	are	used	by	the	KCC	and	its	components	include:	Sites	are	Active	Directory	objects	in	the	site	class,	which	correspond	to	the	subnets	in	a	given	site.	Technologies	Active	Directory	replication	relies	on	the	following	technologies	to	operate	successfully:	Remote	procedure	call	(RPC)	Main	components	There	are	four	main	components	of
replication	in	Active	Directory:	Multimaster	replication,	compared	to	single-master	replication	as	used	in	Windows	NT	4.0,	ensures	that	each	domain	controller	can	receive	updates	for	objects	for	which	it	is	authoritative.	Replication	errors	can	also	occur	as	a	result	of	authentication	errors	or	a	situation	when	the	domain	controller	lacks	the	hardware
resources	to	keep	pace	with	the	current	demand.	When	you	run	this	tool	on	a	domain	controller	and	use	the	/showrepl	switch,	it	will	show	all	the	inbound	replication	partner	domain	controllers,	as	well	as	the	status	of	the	most	recent	replication	attempt	from	each.	Primary	replication	components	The	following	are	components	the	primary	replication
components:	Knowledge	Consistency	Checker	(KCC)	The	KCC	is	a	process	that	runs	on	each	DC	and	communicates	directly	with	Ntdsa.dll	to	read	and	write	replication	objects.	Replication	management	Replication	is	managed	by	the	Knowledge	Consistency	Checker	(KCC).	Thanks	for	downloading	AD	Replication	Manager	Our	Support	team	will
contact	you	to	assist	with	the	download	and	evaluation	Double	click	'Active	Directory	Replication	Manager'	icon	to	start	the	tool.	In	the	Replicate	Two	DC's	tab,	To	replicate	between	two	DC's,	select	the	'Source'	and	'Destination'	DC's	and	click	on	'Replicate'.	Each	site	in	Active	Directory	contains	one	or	more	subnets,	which	identify	the	range	of	IP
addresses	associated	with	the	site.	This	is	by	no	means	a	comprehensive	list,	but	rather	a	rundown	of	some	of	the	issues	that	commonly	cause	Active	Directory	replication	failures.	This	freeware	can	also	be	run	as	a	PowerShell	cmdlet	by	executing	the	below	commands	on	a	command	prompt.	Active	Directory	uses	replication	to	keep	data	consistent
between	your	domain	controllers.	More	information	about	Active	Directory	basisc	you	will	find	in	our	AD	tutorial	for	beginners.	This	powershell	cmdlet	tool	also	lists	comprehensive	reports	on	the	last	replication	of	Active	Directory	data.	To	find	the	ISTG	in	a	site	named	HQ	in	a	domain	named	tailspintoys.com,	you	can	run	the	Get-	ADObject	-Identity
“cn=NTDS	Site	Settings,cn=HQ,cn=sites,cn=configuration,dc=tailspintoys,dc=com”	-Properties	interSiteTopologyGenerator	|Select	interSiteTopologyGenerator	Windows	PowerShell	command.	Another	replication	tool	is	the	Active	Directory	Replication	Status	Tool.
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